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About SRC

• Still at infancy compared to other centres
– Started in 2004 -part of Security & Continuity community in BT

• Multi-skilled staff
– Commercial and academic background

• Over 117 security patents filed so far
– Over 300 security research and technical papers

• Most staff members are of post grad level
– Including external certifications/qualifications
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Security Research

Emerging Challenges:
Security in a world without boundaries

Converged multi-service IP networks

B2B collaboration & virtual orgs

Mobility, personal & ubiquitous devices

The disappearing office – flexible 
working: anytime, anyplace

Solution technologies

• Policy-based access control
• Model-driven security methodology
• Intelligent analysis and visualisation
• Deep packet inspection
• Distributed firewalls, IDS/IPS, VPNs
• Biometrics
• Trusted computing
• Autonomic security management
• Open standards frameworks for IdM
identity management and web service 
and grid security

Complete Security 
Management Roadmap

Complete security 
management

Incremental 
enhancement

Baseline framework 
and testbed

Complexity and inter-dependence

Making security manageable

Research Themes
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The Service Oriented Infrastructure paradigm
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iBroker - Bringing it ALL together 
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Securing the Converged Network

• Identity in a mobile environment
– How can we identify our customers - we only know the bill payer
– We need to deliver sticky services, we need IDM
– Soft Sim Authentication work.

– Home Hub Futures

• Biometric Authentication
– Password / Token no longer enough

– BT is an expert on Voice Biometrics 
– Voice verification and other biometric identifiers  will be built into 21CN

Forensics Capability

• Forensic Data Recovery and Analysis
• Expert Witness’s for crown and high court
• Forensic verification of other research projects
• Developing forensic proposition for BT LoBs
• Data cleansing service for BT internal
• Analysis of market trends in data recovery
• Analysis of Disks bought from EBay

Dead disks yield live information

BT’s Disk drive researchers turn up IDs, child porn and more
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Complete Security Management

• Providing coherent frameworks and solutions
– Focusing on risk, architecture and Identity Management

• Not so much a project, more an agenda for a journey 
of exploration “the Star Trek model”

–Series of ‘expeditions’, each mapping out new territory and 
making the knowledge available for the ‘inhabitants left behind’

• More prosaically:
–Series of ‘segmented deliverables’
–Manageable chunks of work (6 wks – 3 months) of benefit to BT 
in their own right and beyond, but accumulating to an eventual 
‘complete’ picture
–Accumulate, consolidate, revise and disseminate
–The Project that brings it all together for the security Practice
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Risk Cockpit

Real-time risk intelligence
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RTBI analytics dashboard 
screenshot
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